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The internet contains numerous writings referencing the forensic examination of Windows 7 ShadowVolumes.  They often go into 

great detail explaining what a ShadowVolume is and/or how it works.  Then these writing bombard you with multiple examples of 

different command prompt scenarios on how to mount, image and analyze ShadowVolumes. I am not going to do that here.  This 

paper explains procedures and tips for the forensic examiner who wants to cut through the technical clutter and get to work.  The 

assumption here is – the reader has computer forensic experience, a copy of EnCase with Physical Disk Emulator (PDE) and knows 

how to apply both.  

 

I. Method #1 – Forensically sound methodology of imaging a ShawdowVolume. 

 

a. Copy the FAU.x64 program folder to the <root> of your exam machine’s system volume, usually drive C. 

i. FAU is an open source Forensic Acquisition Utility you can download from: 

ii. http://gmgsystemsinc.com/fau/ 

 

b. Load your EnCase case containing the forensic copy (E01) of the hard drive in which you want to examine the Shadow Files. 

 

c. In EnCase, mount the partition (whichever it may be: C, D, E, etc.) containing the ShadowVolumes you wish to image as an 

emulated disk using EnCase PDE.  If you have a need, you can emulate to physical device rather than a single partition.  In 

either case, take note of the drive letter Windows assigns to the partition containing the ShadowVolumes once the 

partition/device is emulated. 

 

d. Using Windows Explorer, navigate to the C:\Windows\System32 folder of your exam machine.  Shift-right click on the 

System32 folder and select “open command window here.” 

 

e. Enter the command: vssadmin list shadows /for=<drive letter>: 

i.  Where <drive letter> is the drive letter assigned to the emulated partition containing the ShadowVolumes. 

ii. This command will list all the available shadow copies of that partition. 

 

f. Identify (by date) the ShadowVolume you desire to restore and note the HarddiskVolumeShadowCopy “number” for that 

volume. 

i.   See highlights in “bold print” of appendix A for examples.  

 

g. To image the ShadowVolume: using Windows Explorer, navigate to the C:\FAU.x64 folder of your exam machine.  Shift-right 

click on the folder and select “open command window here.”  Enter this command: 

i. dd if=\\.\HarddiskVolumeShadowCopy# of=<drive>:\<folder>\<file name>.img –localwrt 

1. Replace the ”#” with the ShadowVolume number you want to image. 

2. “of=” is the location and filename of the image you will create.  So if you want to copy a ShadowVolume 

numbered 55 and write the image to a folder named “dd “ (that you have already  created) on data drive 

E, naming the image “Shadow55” the command line would like this: 

a.  dd if=\\.\HarddiskVolumeShadowCopy55 of=E:\dd\shadow55.img --localwrt 

b. --localwrt is a switch that allows the FAU utility to write to the target media. 

 

h. When the imaging starts, you will see the message “The VistaFirewall is active with exception.” Don’t worry, it is working if 

the next message you see is : 

i. Copying \\.\HarddiskVolumeShadowCopy<#> to <where you sent it> 
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i. The imaging process can take time (often hours), and the ShadowVolume raw image can be quite large depending on the 

size of parent volume the ShadowVolume mirrors.  For example, my most recent imaging of a ShadowVolume created a 

271GB raw image from a 300GB parent. 

 

j. When the imaging is finished you will see the message: “Succeeded!” and a byte count displaying the number of bytes 

written.  You can now cancel the EnCase disk emulation process. 

i. To conserve space you could enable folder compression on the target media before you begin, but that is 

problematic when it comes time to archive the image.  And I have had a couple of failures with “image hanging” 

errors when writing to compressed folders.  What I prefer to do is go ahead and created the uncompressed dd 

image and then conduct a “triage examination” in order to determine if it contains data relevant to the case.  If it 

does I use FTK Imager to covert the raw image into a forensic image (E01) and use the forensic image for 

comprehensive forensic examination. 

ii. Converting the 271GB image mention above took less than 2 hours with FTK Imager, and with medium 

compression (6) it reduced the image size to 169GB, saving about a 100GB of digital real estate.  

 

k. Now you can load the ShadowVolume image into the forensic examination tool of choice and get to work! 

 

l. Examination Tip: To speed up your examination of the ShadowVolume data, you could create a “known” hash set from the 

forensic hard drive copy, then use this hash set to remove from view all the files in the ShadowVolume image that match – 

allowing you to easily examine only those files that exist in the ShadowVolume and are not present on the hard drive, or are 

present on the hard drive but have changed since the ShadowVolume was created.  Basically, files that are recoverable 

from the ShadowVolume that do not reside on the hard drive are files that were deleted sometime between the date of the 

ShadowVolume and the date of the hard drive acquisition.  They are, in effect, recovered-deleted files.  Pretty cool stuff! 

 

 

II. Method #2 – A Quick and easy procedure to extract known data from ShadowVolumes – A forensically sound process that is 

more practical than imaging multiple ShadowVolumes, when you are looking for specific data. 

 

Let’s say you need to recover deleted email from outlook.  The forensic examination of the hard drive reveals no 

deleted/recoverable content residing in active PST files.  But the forensic hard drive copy contains 10 ShadowVolumes dating 

back 8 weeks, which means you have ten more outlook.pst files which have been preserved in time over the course of 2 

months.  It is quite possible the deleted messages you are looking for reside as active data in an outlook.pst file stored in one of 

these ShadowVolumes.  It would take too long to image all 8 ShadowVolumes, and it would produce way more data than 

necessary.  All we are interested in doing is recovering past instances of PST files.  We know where they are; they reside in the 

same logical path within the ShadowVolumes as they do on the hard drive.  So, let’s extract just the PST files from each 

ShadowVolume. 

 

Many writings on the internet regarding ShadowVolume forensics talk about mounting the shadow copies virtually and/or using 

symbolic linking.  All really cool stuff, but I have learned over the past 10 years that I spend a lot less time if I just keep it simple.  

That really applies here, when all you need to do is “cherry pick” multiple ShadowVolumes for a specific file.  So let’s forgo 

spending hours learning how to mount a ShadowVolume virtually and speed this process up by employing the old fashion 

process of image-to-disk restoring.  

 

a. Connect a blank hard drive (no format, no partitions) that is the same size or bigger than your forensic hard drive copy or 

the partition you intend to restore.  I know, I know -- some will tell you the target media needs to be “sterile.”  Go ahead 
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and wipe the drive if you so desire, but modern tools and restore processes have eliminated sterilization as a pre-requisite 

to restoring. 

 

b. Launch EnCase, load the case with the forensic image containing the ShadowVolumes you want to extract data from, and 

conduct a “restore” of either the physical device (or just the partition containing the Shadow Files) to the blank target 

media.   Select “wipe remaining sectors on target” and “MD5 verification” to satisfy the data integrity concerns that 

sterilization use to be needed for.  

i. You may want to set-up this restore process to run over night or over the weekend.  Hard drive sizes have reached 

the point to where full restores can easily take 12 hours and more to complete. 

  

c. Install ShadowExplorer on your exam machine.  ShadowExplorer is a free utility that lets you explore and export content of 

Windows ShadowVolumes.  It can downloaded at: 

 

 http://www.shadowexplorer.com/downloads.html 

 

d. Once the restore is finished, attached the restored drive to your exam machine in a write blocked environment), and launch 

ShadowExplorer. 

 

e. When ShadowExplore first starts, it will be set to display the ShadowVolumes residing on the C: drive of you exam machine: 
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f. Click on the dropdown menu and select the drive letter Windows assigned to the volume of the restored disk. 
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g.  Windows 7 will create ShadowVolumes on a weekly basis and whenever an application installation or Windows update 

event occurs.  They can also be user generated.  Windows stores ShadowVolumes for up to 90 days, so you can have a lot of 

them.  Click on the date and time dropdown menu.  This menu displays the dates of the available ShadowVolumes: 
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h. In our scenario, where we want to collect all the PST files, we would click on the first date and in the left pane, expand the 

tree, and navigate down the logical path where the outlook.pst file resides. 
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i.  We would then select the PST files in the right pane, right click and export the file(s): 
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j. Export the files to a folder associated with the appropriate case folder hierocracy.  For example, create a folder named: 

“ShadowPST” and export the files to it.  On my exam machine, and it would look like this: 

 

E:\Cases\R3-12-002\Export\ShadowPST\  

 

k. Select the next ShadowVolume date and repeat the process until you get all the PST files exported from all the 

ShadowVolumes. 

  

l. Use the forensic imaging software of your choice to create a forensic image of the folder you exported the PST files to.  In 

the example above, I would use FTK Imager and create a “folder contents” AD1 image of the ShadowPST folder. 

 

m. Load the image into your forensic tool and go to work! 

 

n. Of course when you export the PST files to a folder, Windows is going to monkey with the date and time stamps, but it will 

have no effect on the dates associated to email messages residing within the PST file. 

 

o. If you are exporting files in which the original file date and time stamps are important to your case, you can do a screen 

shot of ShadowExplorer, which displays the times as they are preserved in the ShadowVolume.  Even though the file date 

and times will change, you have the accurate date and times preserved, and the entire process can be duplicated with the 

same results produced every time, making the process forensically sound and easy to document. 

i. Remember, this is a process for collecting a few “known” files.  If you are working with large quantities of files and 

file date and time stamps are important, image the ShadowVolume as we discussed at the beginning of this paper. 

 

p. Now, go recover that “smoking gun” file or email the suspect was sure he deleted by running CCleaner,  but unknown to the 

him, was preserved in the ShadowVolumes before he deleted it!  

 

 

If you are interested in more information about ShadowVolumes, here are a few good links: 

http://en.wikipedia.org/wiki/Shadow_Copy 

http://windowsir.blogspot.com/2009/11/working-with-volume-shadow-copies.html 

http://forensicsfromthesausagefactory.blogspot.com/2010/02/volume-shadow-copy-forensics-cannot-see.html 

http://blog.szynalski.com/2009/11/23/volume-shadow-copy-system-restore/ 
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APPENDEX A: vssadmin command output samples: 

 

 

vssadmin 1.1 - Volume Shadow Copy Service administrative command-line tool 

(C) Copyright 2001-2005 Microsoft Corp. 

 

Contents of shadow copy set ID: {934f70c8-c044-4818-bc5a-4263531f870a} 

   Contained 1 shadow copies at creation time: 2/5/2012 8:00:23 AM  

      Shadow Copy ID: {6f7b2372-5fb2-4c1f-9104-41d1df0135e5} 

         Original Volume: (C:)\\?\Volume{57c9eefd-c324-11de-b677-806e6f6e6963}\ 

         Shadow Copy Volume: \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy55 

         Originating Machine: LAB-01.rdr.local 

         Service Machine: LAB-01.rdr.local 

         Provider: 'Microsoft Software Shadow Copy provider 1.0' 

         Type: ClientAccessibleWriters 

         Attributes: Persistent, Client-accessible, No auto release, Differential, Auto recovered 

 

Contents of shadow copy set ID: {07630e25-3d35-4393-a90f-f76db2917e42} 

   Contained 2 shadow copies at creation time: 2/7/2012 8:01:26 AM 

      Shadow Copy ID: {2b5ed7e8-3442-41fd-82bb-8727384192b2} 

         Original Volume: (C:)\\?\Volume{57c9eefd-c324-11de-b677-806e6f6e6963}\ 

         Shadow Copy Volume: \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy56 

         Originating Machine: LAB-01.rdr.local 

         Service Machine: LAB-01.rdr.local 

         Provider: 'Microsoft Software Shadow Copy provider 1.0' 

         Type: ClientAccessibleWriters 

         Attributes: Persistent, Client-accessible, No auto release, Differential, Auto recovered 

 


